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1
Decision/action requested

It is requested to approve the proposed content for the clause 8.3.1.4.1 in TS 33.501.
2
Rationale

The general text for key change-on-the-fly from LTE still apply to 5G and therefore be adapted. The same has been proposed below. However, an Editor's Note has been added about whether to retain the NAS keys in this clause or to move them into Clause 6.5.
4
Detailed proposal

Changes are proposed below. Mind that the clause 8.3.1.4.1 in TS 33.501 corresponds to the clause 7.2.9.1 in TS 33.401.
*** BEGIN CHANGES ***
8.3.1.4.1
General

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.9.1, which is about general information related to key-change-on-the-fly.
Key change on-the-fly consists of key refresh or key re-keying.

Key refresh shall be possible for KgNB, KRRC-enc, KRRC-int, KUP-enc, and KUP-int and shall be initiated by the gNB when a PDCP COUNTs are about to be re-used with the same Radio Bearer identity and with the same KgNB. The procedure is described in Clause 8.3.1.4.3.

Key re-keying shall be possible for the KgNB, KRRC-enc, KRRC-int, KUP-enc, and KUP-int. This re-keying shall be initiated by the AMF when a 5G AS security context different from the currently active one shall be activated. The procedures for doing this are described in Clause 8.3.1.4.2.
AS Key change on-the-fly is accomplished using a procedure based on intra-cell handover. The following AS key changes on-the-fly shall be possible: local KgNB refresh (performed when PDCP COUNTs are about to wrap around), KgNB re-keying performed after an AKA run, activation of a native context after handover from E-UTRAN.

Editor's note: Following NAS key related text are adapted from TS 33.401 and kept here for completeness and to not miss them out. It is FFS whether they need updating according to the agreements in SA3 and whether to move them to Clause 6.5.
Key re-keying shall be possible for KNAS-enc and KNAS-int. Re-keying of KNAS-enc and KNAS-int shall be initiated by the AMF when a 5G NAS security context different from the currently active one shall be activated. The procedures for doing this are described in Clause 7.2.9.4. 

Re-keying of the entire 5G key hierarchy including KAMF shall be achieved by first re-keying KAMF, then KNAS-enc and KNAS-int, followed by re-keying of the KgNB and derived keys. For NAS key change on-the-fly, activation of NAS keys is accomplished by a NAS SMC procedure. 
*** END OF CHANGES ***
